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Analysis of USB Flash Drives in a Virtual
Environment

Derek Bem and Ewa Huebner

Abstract—This paper is a continuation of our previous work
[1] in which we proposed an approach where two environments,
conventional and virtual, are used independently in the forensic
analysis of computer systems. We discuss the use of virtual
environments in the analysis of USB flash drives in computer
forensics investigations. After briefly introducing general con-
cepts of a virtual environment and software tools we show how
this approach can be successfully used in the analysis phase of the
computer forensics investigation of portable USB flash drives. We
also show why virtualisation technique can complement but not
completely replace conventional methods of computer evidence
analysis.

Index Terms—Computer Forensics, Virtual Machine, computer
evidence, USB drive.

I. INTRODUCTION

N this paper we examine the application of the virtual

environment in the analysis phase of a computer forensics
investigation of USB flash drives. The commercial product
VMWare [2] is used to illustrate the strengths and weaknesses
of a virtual environment methodology. The environment cre-
ated by VMWare is considerably different from the original
computer system acquired during the process of forensics
investigations; analysis of the evidence using VMWare by
itself is likely to taint the evidence and make it inadmissible
in a court of law. There are considerable differences between
original and virtualized machines; the latter emulate a very
limited range of hardware. For example, VMWare creates
virtual machines with “standardized virtualized hardware”
presented to the applications [3] which is very unlikely to
be the same hardware as the investigated machine used. This
limits the use of virtual environments in computer forensics
examinations where ’do not alter the original evidence’ is
the most important rule [4]. In our previous work [1] we
proposed concurrent and independent use of conventional and
virtual environments where two copies of forensically acquired
images are produced:

« the first, original evidence copy is protected using Stan-
dard Operating Procedures and the strict chain of custody
rules, and analysed exclusively with forensically sound
tools by a more experienced investigator,

o a working copy (or multiple working copies) are made
from the evidence copy and analysed in a virtual machine
environment by a less experienced investigator who is not
constrained by strict forensics procedures.
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Any findings made by the less experienced investigator are
documented and passed to the more experienced investigator
who confirms them in accordance with appropriate forensics
rules.

Further we present a scenario to illustrate our approach.
We used a 128Mb USB flash drive with portable application
software installed, acquired a forensic image of the USB flash
drive, and demonstrated the process of using two environments
to analyse the acquired image. The example scenario shows
the benefits of the virtual environment approach such as
reducing the time required to analyse the evidence, increasing
the chances of discovering important data, and allowing less
qualified personnel to be involved in a highly productive way.
We also show the potential dangers which may cause tainting
of the evidence if correct procedures are not followed. We
decided to use only free, readily available utilities to allow
everyone to repeat our experiments, and to encourage the
reader to try experimenting with their own cases.

II. COMPUTER FORENSICS AND USB FLASH DRIVES

For the purpose of this paper we look at the computer
forensics investigation as a process which can be divided into
four major phases [5]: access, acquire, analyse (the focus of
this paper) and report. During the access phase an incident has
been identified, or there is a strong suspicion that an incident
has happened. An initial responder records the basic details
and notifies the individual responsible within the organisation
for starting the correct procedure. During the acquiring phase
relevant data is collected and passed to the team responsible
for analysing it. The end result of this analysis is a report
which, if required, may be used in a court of law. It is worth
noting here that the ‘four phases’ classification is somewhat
arbitrary, and other sources divide incident response into more
steps [6]. Within each specific organization this allocation of
‘who does what and when’ would obviously vary, however
one rule remains common: if the response and findings of the
investigators involved in computer related crimes are to be of
any use as court evidence they have to comply with the same
rules as any other conventional investigations.

USB flash drives (also known under many other names) are
NAND-type flash memory data storage devices integrated with
a USB interface controller. They were invented in the 1980s
with the first commercial models reaching the market in 2000.
The first USB drives offered very small storage capacities by
today standards, but they still compared very favorably with
physically larger and less reliable 3.5 diskettes. At the time
of writing USB flash drives with capacities ranging between
512MB to 2GB are the most common and affordable, with
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larger capacities of 4-8GB also available. The drives with a
capacity of 64Mb and below are considered obsolete. A few
companies offer drives with a maximum capacity reaching
64GB [7], [8]. While 64GB drives are currently very expensive
at around US$3,000-5,000, it is safe to predict that the existing
drives will become more affordable, and that drives with even
higher capacities will be developed in the near future.

Due to their portability and robust construction (no moving
parts) the first major and still most common use of flash drives
is to transport personal data like documents, spreadsheets,
and pictures. However when the USB flash drives capacity
reached around 32MB-64MB and higher, consumers noticed
that USB drives open a new possibility: to carry applications
that can be run on any standard computer without installation.
This became practical only in recent years when USB drives
reached a higher capacity at a low hardware cost.

Typical software for Microsoft Windows is not designed to
be portable: it relies heavily on the Windows registry, installs
or uses already installed dynamic libraries (DLL), stores files
and profiles in various system folders, and generally does not
provide a portable installation option [9]. To make a portable
application a software developer needs to write it in such a way
that it does not use the Windows registry, nor store its files
anywhere on the host computer. There are many applications
written in such a way. Many Web sites also offer advice
on how to modify the existing software to make it portable.
Recently a new class of commercial software emerged which
converts conventional non-portable applications into portable
applications [10]. The degree of success varies, and some
applications changed for portability do not work.

A new emerging standard for USB flash drives with very
strong industry support is U3 [11]. U3 compatible drives
and compatible software allow for the creation of a portable
full user environment including applications and user files.
One can plug a U3 drive into any PC, and use applications
installed on the drive to perform practically all tasks one would
perform on a desktop computer. What is of particular interest
in computer forensics investigations is the statement regarding
U3 compliant USB flash keys with installed portable software:
“when you unplug it, it leaves no personal data behind” [11].

Yet another complete portable environment is Portable Apps
[12], a free, actively developed compilation of software tools
which offers easy to use installation and menu. Portable Apps
does not require U3 compatible hardware. Again, a computer
forensics investigator should notice that PortableApps can also
be used on any Windows computer, and it does not leave any
personal data on the computer when unplugged.

III. THE DUAL PARALLEL APPROACH TO USB FLASH
DRIVE ANALYSIS

A USB flash drive which is part of a forensics investigation
may be found plugged into a USB port of a running system,
or it may be separated from a computer and inactive. During
the acquire phase an investigator has to create a forensic (bit
by bit) image of all storage devices [13]. An image of a USB
storage device is typically acquired using a dd based tool [14],
and is stored in the dd format [15] or a proprietary format

typically based on dd [16]. The image is considered to be a
forensically valid copy of the original USB flash drive, and it
can be analysed using one of many forensics tools in a similar
way to analysing dd images acquired from hard disk drives.

The conventional computer forensics technique is then to
copy the acquired image to a hard drive and analyse it using
appropriate forensics software. This method works best for
passive storage devices, although even in this case the large
volume of data may itself become a problem. However, as
mentioned above, there is a growing trend of using USB
flash drives as active devices which carry portable applications
and full user environments. This trend is growing because of
continuously increasing capacity and dropping prices of the
USB flash drives, and easy access to USB equipped computers.
We propose a different method which is more suitable to
analyse this dynamic environment, that still retains the full
integrity of the original image. The method benefits from using
a virtual machine environment, as detailed below.

IV. A BRIEF OVERVIEW OF VIRTUAL MACHINES

Virtualization is an abstraction layer that decouples the
physical hardware from the operating system [2]. Virtual
machine (also known as ‘VM’) is software which runs in a
host machine environment and creates separate, independent
environments each simulating its own set of hardware and soft-
ware. Virtualization technology is, by computing standards, a
very old concept which was first time proposed in the late
1950s [17]. A series of implementations followed with IBM
announcing the first successful commercial product (VM -
Virtual Machine operating system) in 1972 [18].

Virtualisation is a powerful tool which could be used for
many tasks, but it requires additional computing resources.
In addition to running a host operating system the computer
shares the same set of hardware components between virtual
machines, and obviously this need for resources increases if we
run more virtual machines on a single host at the same time.
Most implementations do not place any specific restrictions on
how many virtual machines can be active at the same time. The
only practical restriction is the availability of resources, and
one can easily run dozens of virtual machines on one host at
the same time. Typically a well designed virtual machine has
intelligent and complex resources management capabilities.
For example memory management in VMWare products are
shared dynamically, as required, between virtual machines and
real hardware host system space [19]. This extra level of
address translation creates complex mapping of real hardware
to virtual hardware, but is necessary to provide each virtual
machine with an illusion of having full access to the allocated
memory range. Practical conclusions for a computer which is
to be used to run a virtual environment are as follows: use as
much memory as the hardware can accept (typically 3-4GB
for a Windows based host computer), consider using two or
more CD/DVD burners to allow the virtual machine exclusive
access to one CD/DVD burner, and use a very fast CPU.

Conceptual complexity of virtualisation leads to certain
compromises and restrictions, some of them (as we explain
later) especially relevant in forensic applications. Only very
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recently the unique advantages of virtualisation were noticed
by professionals in relation to computer forensics.

There are many free and commercial VM products offering
different levels of maturity and flexibility, some of the best
known are Microsoft Virtual PC [20], the extensive VMWare
range of products [2], XenSource range of Xen products [21],
and the open source (free) software QEMU [22]. Surprisingly
all commercial developers offer selected virtualization soft-
ware free, thus encouraging further experiments. However it
should be remembered that some utilities are the result of
the work of a small, dedicated group of hobbyists [23], and
while the results achieved are often spectacular, such tools
may not be sufficiently stable and tested to be used in forensic
investigations. Some restrictions worth noticing here are that
options of mixing host and guest systems may be restricted
in a specific environment. Hardware configurations emulated
by a guest system are limited to only the most common
components, for example only one type of video card or one
type of Ethernet controller. This may severely restrict use of
VM in certain applications, but is of no consequence in USB
key image analysis as presented here.

V. ANALYSING USB FLASH DRIVE CONTENTS IN
VIRTUAL MACHINE ENVIRONMENT

To describe the proposed approach we introduce two levels
of computer forensics personnel; “less experienced” and “more
experienced”. Depending on the organization involved those
descriptive terms will translate to specific titles; here we will
be referring to them respectively as ‘Computer Technician’ and
‘Professional Investigator’. This is similar to the roles CNF
Technician (Computer and Network Forensic Technician) and
CNF Professional (Computer and Network Forensic Profes-
sional) in classification proposed by Yasiniac et al [24]. It
should be stressed that this classification, the terms used, and
allocation of tasks vary between organisations and countries,
and may have different titles such as ‘Junior Investigative
Officer’, ‘Digital Forensic Analyst’, ‘Senior Forensic Analyst’,
and so on.

The modus operandi of a team consisting of a Professional
Investigator and a Computer Technician is as follows:

e The fully trained and more experienced Professional
Investigator adheres strictly to computer forensics inves-
tigation methods.

o The less qualified Computer Technician does not have to
strictly follow forensic rules, and never has any direct
input to the formal reporting process. The Computer
Technician checks the copy of the materials for anything
of potential interest, and then reports the findings to the
Professional Investigator.

A person conducting the final, formal analysis and present-
ing the report in the court is considered to be an expert [25]
who possesses relevant specialised knowledge. We proposed
[1] that the the whole process can be faster, more efficient and
more reliable if two parallel investigating streams are used as
shown in figure 1.

In the analysis phase of the computer forensics investigation
a master copy of the acquired USB flash drive image is kept

Access Acquire ;> Analyse

Frofessional Imrestigator
hlaster image

=
P,

Computer Technician \I/ W

Wh ermironment, copy of master image

Fig. 1. Using virtual environment in analysing USB flash drive image

by the Professional Investigator, who provides another copy
to the Computer Technician. The Computer Technician uses
a virtual machine environment to mount the image under
an appropriate Virtual Machine (typically Windows XP) and
to find all data relevant to the investigation. If at any time
the Technician decides that the image has been changed by
the procedure he used, he may request another copy of the
master image from the Professional Investigator. Typically this
should not be required, as the procedure recommended for the
Technican to follow would be to duplicate and save the image,
or alternatively to save the complete virtual machine which
includes a mounted image of the acquired USB flash drive.

The methodology used by the Computer Technician inval-
idates the integrity of the acquired image, as he can use any
suitable tools or methods even if they are not forensically
sound. This is of no consequence to the validity of the final
report. The Computer Technician makes detailed notes, and
communicates all findings to the Professional Investigator,
who uses proper computer forensics techniques and tools to
confirm all initial findings in a formally approved way. It is
crucial to note that no findings of the Computer Technician
are included directly in the reporting process. The final report
is created by the Professional Investigator, and it is the result
of conducting a proper forensic analysis and using the original
image.

Next we will use a simple example scenario to demonstrate
that the methodology described above can deliver more accu-
rate results faster.

VI. THE EXAMPLE SCENARIO

A USB flash drive was found as part of a larger investiga-
tion. A computer forensics investigator was requested to check
the USB flash drive and to find all information pertaining to
drug trafficking, including details of financial transactions and
any relevant letters or documents.

The investigator documented physical details of the USB
flash drive including make and model number, write protected
the drive, and acquired the drive image using AccessData
FTK Imager [26]. In addition to creating the dd image of the
drive, FTK Imager also created a record (see Figure 2) which
describes the USB drive geometry, physical drive information,
and computed MDS5 and SHA1 hashes of the image and the
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Information for £:)__TSE peper\USEZ7:

Physical Evidentiary Item (Source) Informstion:
[Drive Geometry]

Cylinders: 1§

Tracks per Cylinder: 25§

Sectors per Track: 63

Eytes per Sector: ELZ

Sector Count: 286,000
[Fhysical Drive Information)

Drive Model: KINGHEX USB Flash Disk USE Dewice
Drive Ircerface Type: USB

Source dara size: 125 MB

Sector count: ZEe000
[Computied Hashes]
MDS checksum:  adOasbeclcde?566e9ad304184a2 34EhE
SHAL chechsum:  d31ad8924837ch99e297470968(a94cl01ZbeT1a
Insge Informstion:

Sequent list:

C:%__USE paper\UsB27.dd

Mem Feb 28 13:52:00 2007 - Image Verification Results:

ms 8 Ocd 0ad304184a2 346b5 1 verified

SHAL checksum:  d3lad8974837eh992297470966fa94c1017h671a « verified

Fig. 2. Acquiring USB flash drive image, FTK Imager report

original drive, verifying their match. The chain of custody was
created according to local forensic procedures [27].

Two copies of the image USB27.dd were given to two
people in the forensic lab: the Professional Investigator, and
the Computer Technician. Both updated the respective chain of
custody records and physically secured the image by locking
it in a safe place. The Computer Technician was asked to
investigate the image in a virtual environment (see Figure 1),
and to use any suitable tools to search the image for any
materials which may be relevant to the investigations.

VMWare Server [3], a free virtualisation product from
VMWare, was installed on a separate computer, and a Win-
dows XP SP2 guest virtual machine was installed under VM
[1]. After booting the Windows XP VM guest the USB flash
drive image was copied to the virtual machine. However the
USB flash drive image was in dd format, and thus it would
only be of use if proper forensics tools and methods were
used. There are a few different ways to use a dd image in a
Windows environment in such a way that Windows treats the
image as a disk drive. Still inside the guest virtual machine,
the Computer Technician used VDK virtual driver [28] which
mounted the USB27.dd image as a separate drive E: - see
Figure 3.

At this stage it is interesting to compare Figure 2 and
Figure 3, and to notice that the virtual disk driver mounted
the USB27.dd image as a FAT32 drive with 125 cylinders,
64 heads and 32 sectors per track, totalling 256 000 sectors.
FTK Image logged the geometry differently (see Figure 3)
as follows: 15 cylinders, 255 tracks per cylinder, 63 sectors
per track, 512 bytes per sector, giving a total sector count of
256,000.

This difference is not unusual; the virtual machine automat-
ically emulates real drive geometry and it may use a different
virtual drive configuration. An important confirmation of the
validity of the process is that the sector size and the total
sector count are identical, in this case 512 bytes per sector
and 256,000 sectors.

C:\UMBack>vdk install
Virtual Disk Driver for Windows version 3.1
thttp:/schitchat.at.infoseek.co. jp/vnuware/

The Uirtual Disk Driver is already installed.

iC:“UMBack>vdk start
Virtual Disk Driver for Windows version 3.1
thttp:/schitchat.at.infoseek.co. jp/vnuware/

Started the Uirtual Disk Driver.

IC:“UMBack>vdk open 1 c:>»_USBimages~USB27.dd ~rw
Virtual Disk Driver for Windows version 3.1
thttp:/schitchat .at.infoseek.co. jp/umuare”

Failed to decide type of ‘c:“_USBimages~USB27.dd’.
Dpen as a simple sector image file.

Uirtual Disk 1
Access Type
Dizk Capacity

: Writable
256888 sectors (125 MB>
€C> 125 = (H> 64 = (8> 32
=1

256888 c:\_USBimages“~USB27.dd

Start Sector

Length in sectors

256808 125 MB>

255967 < 124 MB> B@bh:FAT32

C:“UMBack>

Fig. 3. The Virtual Disk Driver in VMWare guest machine
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Fig. 4. VMWare running master Windows XP guest and USB image mounted
as a drive

When browsing the contents of the E: drive with Win-
dows Explorer the Computer Technician noticed a file named
StartPortable Apps.exe in the root directory. When the file was
executed, it started the PortableApps application, see Figure
4.

Looking at the environment built by the Computer Techni-
cian we notice the following (numbers refer to Figure 5):

1) Windows XP system running on the host PC used for
testing of the image.

2) VMWare virtual environment running.

3) Four virtual machines are configured, and three are
running, namely: hdl, hd2 and hdal-img.dd.

4) Desktop of the virtual guest named hdal-img.dd running
Windows XP.

5) Acquired USB flash drive dd image mounted as a
separate hard drive E: inside the virtual machine with
a menu showing installed applications.

6) PortableApps panel also shows drive letter ‘E:’, as well
as the amount of total and free space on the virtual USB
drive E:.

The Computer Technician checked applications installed
on PortableApps, browsed the contents of the E: drive, and
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Fig. 5.
guest

Virtual environment: Windows XP VMWare host and Windows XP

continued the examination using standard Windows tools. The
Computer Technician discovered a series of folders containing
documents relevant to the investigation: letters, emails, spread-
sheets and records of transactions. When Portable Firefox
was started one of the links pointed to the online storage
system Mozy [29]. As the user of the USB key decided to
use the Mozy log on panel option ‘remember my details on
this computer’. The Computer Technician extracted the Mozy
account user name and password using a password revealing
tool [1].
Two important points are worth noting here:

1) The E: disk in the virtual machine is no longer identical
with the image USB27.dd acquired from the USB stor-
age device using forensically sound methods. The Com-
puter Technician started the PortableApps application
installed on the E: disk - various files and folders were
‘touched’ by checking them in Windows Explorer, and
by opening them in their native applications. It would
be unrealistic to argue that the image is still valid as
evidence, as it is now clearly contaminated.

2) The originally acquired image USB27.dd is still kept in
custody by the Professional Investigator; it is unchanged
and forensically valid.

The Computer Technician reported the result obtained in
the virtual environment to the Professional Investigator who
can now confirm all the findings using forensically sound
methodology, proper forensics software tools, and the original
image USB27.dd.

VII. CONCLUSION

We described the process of using conventional and virtual
environments in computer forensics investigations of USB
flash drives. This approach is particularly suitable and brings
faster results in cases when a USB flash drive is used not just
to store data, but to contain a full set of portable applications,
and used as an independent, fully self contained environment.
We demonstrated a possible approach where virtual machine
is used to quickly and efficiently recreate the original dynamic
environment.

To illustrate the concept we presented a relatively simple
scenario where a single USB flash drive containing an inde-
pendent PortableApps environment was analysed. The method
of conventional and virtual environments used in parallel
made it fast and simple to see the original environment as
it was seen by the last user of the USB key, to still retain
the integrity of the original image and giving the ability to
confirm all findings using conventional forensics methods.
The scenario demonstrated that the cooperation between two
teams with different levels of expertise can produce more
thorough results faster, and will lessen the workload of a
Professional Investigator, who is a highly qualified specialist,
and ideally should be involved only in resolving complex
issues. The Professional Investigator would most likely achieve
the same results using a conventional approach; however the
described method saves time and increases the chances of
finding important evidence. An additional advantage of using
a dual conventional/virtual setup is involving less experienced
technical personnel in a real investigation with no risk of
compromising the integrity of the evidence.

We believe that more research is needed to formalise the
process of using a parallel conventional/virtual environment.
Future research is also required to more thoroughly test
other available virtual environment software. We believe that
some of those tools may be more suitable to analyse USB
devices, and thus may speed up the process. Also, some virtual
machines may provide more accurate emulation of a wider
range of hardware. Currently the hardware emulated by VM
software is limited to very few devices. At this stage no such
overview of utilities exists. It is also important to survey and
test peculiarities of available portable applications and systems
to better understand their behaviour in a virtual environment.
Finally it is necessary to conduct more experiments with a
growing range of large capacity USB storage hardware and
document the peculiarities of various scenarios and devices.
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